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ABSTRACT

Ransomware is a malicious program that requires money by encrypting data. The damage to ransomware is increasing
worldwide, and targeted attacks for corporations, public institutions and hospitals are increasing. As a ransomware is serviced
and distributed, its various usually emerge. Therefore, the accurate analysis of ransomware can be a decryption solution not
only for that ransomware but also for its variants. In this paper, we analyze a cryptographic elements and encryption process
for Erebus found in June, 2017, and investigate its cryptographic vulnerability and memory analysis.
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Table 1. Cryptographic specifications of Erebus - Erebus is best
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Table 2. System table that Erebus searches
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directories $/sbin/, $/srv/, $/sys/, $/tmp/,
$/usr/, $/var/. /.gem/, /.bundle/,
/.nvm/, /npm/
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Fig. 4. Part of target directory path for encry-
ption

313 o

1o
o
i
1o
o

o

N
|0
u
|’II

N

314 AES 7|2t ARCA 7| ¥

AES(Advanced Encryption Standard)$} A
RC4(Alleged RC4(Rivest Cipher 4)) 7]+ 3
7(-1 7l° }\],_9.5]__‘:_ 740] o].\/]a]. ctr drbg L]./\HLB
715 AHEE AAE e R ARSI G
A71= mbedtls_ctr_drbg seed®} mbedtls_ctr_
drbg random 5% o]&3c} 7] Zol= AES9}
ARC4 BT 256-bitel™, 7 spdric} oE 715

315 &8t ol siof My

Waelel 7 A sl FEsp) e, A
& qhEshEl QB dole] %l 0x8387F)
1S slEele), e W el 0x438uEe

Az 27, shele)

Table 3. Encrypted file header format

Offset Size Data
0x0 0x438 | Specific string

Original file name encrypted
with RSA public key
“Erebus is best” encrypted
with RSA public key

AES key encrypted with
RSA public key

ARC4 key encrypted with
AES key

0x438 | 0x100

0x538 | 0x100

0x638 | 0x100

0x738 | 0x100
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fseek(s, 8, 0);

fread(u20, 1u, *(_DUORD *)(al + 2144), s);
mbedtls_md5_update{(int)&u23, v20, *(_DWORD *)(al + 2144));
fseek(s, *( DWORD *)(al + 2144), 0);
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{
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0 0

apua int)&u2h, ptr, vil);
lnbedtls nd5_ _update({int)&u23, v26, vil);
memcpy{ptr, src, n);

Fig. b. File encryption code
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0/var /www/ 1/var /www/
o/mnt/ 1/mnt/

o/opt/ 1/opt/
0/root/ » 1/root/
0/lost+found/ 1/lost+found/

0/home/ubuntu/Desktop/
0/home /ubuntu/Documents/

0/home /ubuntu/Desktop/
0/home /ubuntu/Documents/

Fig. 6. Altered flags of encryption target path
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Table 4. Cryptographic elements of Erebus

[tems Functions
Function of RSA

public/private key
pair generation

mbedtls_rsa_gen_key

Function of AES
key & ARC4 key
generation

mbedtls_ctr_drbg random

Random bit generator | mbedtls_ctr_drbg_seed

Entropy of random bit /dev/urandom

1 % RSA 7] AA 3= mbedtls_rsa_gen k
eyel® 52F #A4-L o-33 Zch(Fig. 7)(4).

(1) mbedtls_rsa_gen_key
(1.1) mbedtls_ mpi_gen_prime(& p AA)
(1.2) mbedtls_mpi_gen prime(& q AA)

mbedtls rsa_gen key ¥ Wl mbedtls

_mpi_gen_primeelehe F45 AHgsIH a5E A

sl A47F gk WA Algsle] p g e
(2) mbedtls_mpi_gen_prime

1) mbedtls_mpi_fill random
2) mbedtls_mpi_is prime

3) mpi_miller_rabin

)
(2.
(2.
(2.
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